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March 14, 2016 

MEMORANDUM 

SUBJECT: Project Notification: 
Audit ofEPA's Protection of Systems With Access to National Security or 
Personally Identifiable Information 
Project No. OA-FY16-0126 

FROM: Rudolph M. Brevard, Director 
Information Resources Management Audits 
Office of Audit 

TO: See Below 

The U.S. Environmental Protection Agency (EPA), Office oflnspector General (OIG), plans to begin 
fieldwork for an audit of the EPA's compliance with the mandated "Inspector General Report on 
Covered Systems," as outlined in the Cybersecurity Act of2015. 

The OIG's audit objective is to determine to what extent the EPA implemented information system 
security policies and procedures to protect agency systems that provide access to national security or 
personally identifiable information, as outlined in Title IV, Section 406 of the Cybersecurity Act of 
2015. The OIG plans to conduct its work at EPA headquarters and at other EPA offices as needed. 
Applicable generally accepted government auditing standards will be used in conducting our project. 
The anticipated benefit of this project is to contribute to the agency's theme of "Embracing EPA as a 
High-Performing Organization." 

We will contact you to arrange a mutually agreeable time to discuss the audit scope and objective. 
We would also be particularly interested in any areas of concern that you may have. We will answer any 
questions you may have about the project process, reporting procedures, methods used to gather and 
analyze data, and what we should expect of each other during the course of the project. During the audit, 
we will provide updates on a regular basis by email, and/or during meetings with the Senior Agency 
Information Security Officer and appropriate program and regional audit follow-up coordinators. 

Attachment A contains a listing of specific information that we need from the EPA in order to complete 
the Inspector General Report on Covered Systems, and additional information needed from select EPA 
system owners. To ensure the success and timely completion of this project, the EPA should provide the 
OIG with the requested information in Attachment A within 2 weeks from the date of this memo. 
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We respectfully note that the OIG is authorized by the Inspector General Act of 1978 to have timely 
access to personnel and all materials necessary to complete its objectives. We will request your 
resolution if an agency employee or contractor refuses to provide requested records to the OIG, or 
otherwise fails to cooperate with the OIG. We may report unresolved access matters to the 
Administrator and include the incident in the Semiannual Report to Congress. 

I will be supervising the project, and any information related to the project should be addressed to me at 
(202) 566-0893 or or to Chuck Dade, Project Manager, at (202) 566-2575 or 

Attachments (2) 

Addressees 
Donna Vizian, Acting Assistant Administrator, Office of Administration and Resources Management 
David Kling, Acting Associate Administrator for Homeland Security, Office of the Administrator 
Ann Dunkin, Chief Information Officer, Office of Environmental Information 
Jackie Brown, OASIS System Owner, Office of Administration and Resources Management 
Quentin Jones, SCORPIOS System Owner, Office of the Chief Financial Offer 

cc: Gina McCarthy, Administrator 
Mike Kenyon, Acting Principal Deputy Assistant Administrator, Office of Environmental 

Information 
David Bloom, Acting Chief Financial Officer, Office of the Chief Financial Officer 
Robert McKinney Jr., Senior Agency Information Security Officer, Office of Environmental 

Information 
Harrell Watkins, Acting Director, Office of Technology Operations and Planning, Office of 

Environmental Information 
Nic Grzegozewski, Agency Follow-Up Coordinator 
Brandon McDowell, Audit Follow-Up Coordinator, Office of Administration 

and Resources Management 
Glen Cuscino, Audit Follow-Up Coordinator, Office of the Administrator 
Judi Maguire, Audit Follow-Up Coordinator, Office of Environmental Information 
Lorna Washington, Audit Follow-Up Coordinator, Office of the Chief Financial Officer 
Melissa Harrison, Press Secretary, Office of Public Affairs 
Arthur A. Elkins Jr., Inspector General 
Charles Sheehan, Deputy Inspector General 
Aracely Nunez-Mattocks, Chief of Staff, Office oflnspector General 
Alan Larsen, Counsel to the Inspector General 
Kevin Christensen, Assistant Inspector General for Audit 
Carolyn Copper, Assistant Inspector General for Program Evaluation 
Patrick Sullivan, Assistant Inspector General for Investigations 
Rich Eyermann, Deputy Assistant Inspector General for Audit 
Jennifer Kaplan, Deputy Assistant Inspector General for Congressional and Public Affairs 
Jeffrey Lagda, Congressional and Media Liaison, Office of Inspector General 
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(e.g., video-based documentation) that could be used to satisfy the needs of QRB assessors, all of 
which could enable the selection of SES members without a traditional heavy reliance on written 
materials. 

OPM is urgently seeking agency partners on this effort to test and inform the design and 
implementation of these innovations; agencies that are willing to pilot these new solutions are 
asked to immediately volunteer via e-mail at SERS@opm.gov. Once these new SES hiring and 
QRB submission methods have been validated and released for Governrnentwide use, OPM will 
update the attached QRB guidance to include information and instructions on the use of the new 
methods. 

If you have questions about this guidance or require any assistance, please contact any ofthe 
following OPM officials by telephone (202-606-8046) or by e-mail: Steve Shih, Deputy 
Associate Director, Senior Executive Services and Performance Management 
(Stephen.Shih@opm.gov); Laura Lynch, Manager, Senior Executive Resources Services 
(Laura.Lynch@opm.gov); or Nicole Wright, Team Lead, Senior Executive Resources Services 
(Nicole. Wright@opm. gov ). 

Attachment: Guidance on Qualifications Review Board Submission Methods 

cc: ChiefHurnan Capital Officers 
Human Resources Directors 
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The Honorable Gina McCm1hy 
Page 2 

EPA's reliance on flawed science also has the long-term effect of eroding public confidence in the agency's 
credibility. 

After full consideration of the best available information and actual data collected around the Franklin 
County Missouri Area, MDNR recommended to USEP A that the area be classified as "unclassifiable". In light 
of all the uncertainties around the air quality prediction model used by the regulators in these designation efforts 
and the almost one full year of actual monitored data that shows the air quality is far below the 1 Hour S02 
NAAQS, MDNR believed, correctly, that more information is needed before a correct designation decision could 
be made. There is no benefit to recommending an area as non-attainment if the modeling cannot be considered 
reliable (even USEPA believes the model is not reliable without corrections under certain circumstances), and if 
full consideration of actual data could very well demonstrate that the area actually attains the standard. 

Instead of celebrating the collective, positive air quality infom1ation, including specifically the actual data 
trending towards attainment and modeling showing attainment when site specitic variables are used rather than 
generic default options, the USEPA rejected MDNR's recommendation and instead proposed a designation of 
non-attainment. 1 In rejecting MDNR's strongly supported recommendation, USEPA has failed the state of 
Missouri and its residents. There is no excuse for USEPA's failure to consider the monitored data gathered to 
date, failure to consider its own admitted flaws of modeling over prediction and failure to honor the mandate of 
the state of Missouri that designation decisions be based on good and meaningful science. 

USEPA's decision to designate the Franklin County Missouri Area as non-attainment is arbitrary and 
erroneous. We ask that USEPA make a science based decision and classify the Franklin County, Missouri Area 
as unclassifiable so that additional technically sound data can be gathered to make a correct designation. 

Sincerely, 

cc: The Honorable Sara Parker Pauley, Missouri Department of Natural Resources 
EPA Docket Center 

CH2\17984520 I 

1 The Agency also drew the jurisdictional boundaries to now include portions of Franklin County and portions 
of St. Charles County. 
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.I 
Escambia County 
Cierk's Original 

rl•sJJo,r tm-1:--11 
RESOLUTION NUMBER R2016- J q 

A RESOLUTION OF THE BOARD OF COUNTY COMMISSIONERS, 
ESCAMBIA COUNTY, FLORIDA, EXPRESSING SUPPORT FOR AND 
REQUESTING THAT THE BAY AREA RESOURCE COUNCIL (BARC) BE 
DESIGNATED AS THE ENTITY FOR THE PENSACOLA BAY AND PERDIDO 
BAY ESTUARY PROGRAMS WHICH WILL MANAGE COMPREHENSIVE 
PLANS FOR THE RESTORATION AND PROTECTION OF PENSACOLA BAY 
AND PERDIDO BAY; PROVIDING FOR AN EFFECTIVE DATE 

WHEREAS, Pensacola Bay and Perdido Bay and their associated waterways provide 
boating, fishing, hunting and other outdoor recreational and economic opportunities for citizens 
and visitors of Florida; and 

WHEREAS, mismanagement of Pensacola Bay and Perdido Bay may exacerbate 
flooding and property loss, negatively impact water quality and estuarine habitat, negatively 
affect the local economy, and threaten the health, safety and welfare of Florida's citizens and 
visitors; and 

WHEREAS, the U.S. Environmental Protection Agency (USEPA) has received funding 
to "stand up" and establish one ( 1) Estuary Program in Northwest Florida in order to coordinate 
management and improvement of the water bodies; and 

WHEREAS, the Bay ArF;a Resource Council (BARC) is an intergovernmental 
organization established in 1987 with elected officials from five local governments {Escambia 
County, Santa Rosa County, City of Pensacola, City of Gulf Breeze, and City of Milton); and 

WHEREAS, the BARC has the purpose of improving Pensacola Bay and Perdido Bay 
through community coordination and participation from stakeholders including federal, state and 
local governments, citizens, academia, and the private sector; and 

WHEREAS, the BARC has the organizational structure, history and experience with 
local issues pertaining to Pensacola Bay and Perdido Bay to be the entity for the Pensacola Bay 
and Perdido Bay Estuary Programs; and 

WHEREAS, the BARC is currently funded by Escambia County, Santa Rosa County, 
City of Pensacola, City of Gulf Breeze, and the City of Milton; and 

WHEREAS, the BARC has advised that the USEPA has received a grant in the amount 
of two million dollars ($2,000,000.00) that may become available to the Council; and 

WHEREAS, the governing structure of the BARC is not organized as a taxing authority. 
The BARC is authorized to pass resolutions and propose ordinances which must then be 
approved by each respective member's Board; and 

WHEREAS, the BARC is not intended to become an independent special sub district; 
and 

WHEREAS, the BARC is currently staffed by the West Florida Regional Planning 
Council (WFRPC) and the estuary program would also fall under the WFRPC; and 
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WHEREAS, the BARC currently has only one (1) staff person and if awarded this 
program, the BARC would increase staff as necessary. 

NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF COUNTY 
COMMISSIONERS OF ESCAMBIA COUNTY, FLORIDA, AS FOLLOWS: 

Section 1. 

Section 2. 

Section 3. 

That the Board of County Commissioners finds the above recitals to be true and 
correct and incorporates them herein by reference. 

That the Escambia County Board of County Commissioners hereby expresses its 
support for and requests that the Bay Area Resource Council (BARC) be 
designated as the Estuary Program organization to manage a comprehensive 
plan for the restoration and protection of Pensacola Bay and Perdido Bay. 

That this resolution shall take effect immediately upon its adoption by the Board 
of County Commissioners. 

Section 4. That the Clerk shall forward a copy of this Resolution to Secretary Jonathan P. 
Steverson of the Florida Department of Environmental Protection in Tallahassee; 
Director Shawn Hamilton of the Florida Department of Environmental Protection 
Northwest District in Pensacola; Executive Director Brett Cyphers of the 
Northwest Florida Water Management District in Havanna; Gulf Coast 
Ecosystem Restoration Council Chair and Secretary of the Department of 
Commerce Penny Pritzker in Washington, DC; Gulf Coast Ecosystem 
Restoration Council Executive Director Justin R. Ehrenwerth in Washington, DC; 
USEPA Secretary Gina McCarthy in Washington, DC; and USEPA Assistant 
Administrator for the Office of Water Ken Kopocis in Washington, DC. 

ADOPTED this I ~~ay of FeJJrt.ULr;J , 2016. 

Approved as to fonn and legal 
suffidcncy. 

By ffitl,.).\...,,r..;.'""f-+T-;:::H--"--'-tt H 
Date:-"=-H..-+..P.~--

(SEAL) 

BCC Approved_~_I_?: ....... ~_'.;J_O.._Vk~--
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